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Discussion
In this contribution, we clarify that in order to support UE privacy from the MNO based on attach data, a UE must completely detach and re-attach at certain periodic intervals. All UE identities must be changed in order to ensure that a UE cannot be tracked by any party. In addition, we provide examples of how timers may be run at the UE side – with network configuration parameters- so that privacy is ensured and yet the network is not overloaded with unnecessary re-attach procedures.   
Proposal
It is proposed SA3 agree the following pCR for inclusion in TR 33.885. It is also proposed that SA3 send an LS to RAN2 to ask for their preference for the options 1 to 3. 


Proposed pCR

6.5	Solution for Vehicle UE privacy from the MNO based on attach data
[bookmark: _Toc458089185]6.5.1	Security requirements addressed
This solution addresses the security requirements given in subclause 5.7:
It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of tracking the UE. 
Editor’s Note: The above requirement depends on the response by SA1 to S3-160789. It should be reviewed based upon that response.
[bookmark: _Toc458089186]6.5.2	Solution details
[bookmark: _Toc458089187]6.5.2.1	Simultaneous re-attach with new identities
This solution proposes the following measures. 
First of all, the UEs should attach using a method of hiding the real UE identity from MNO. Without such an approach, the MNO would be able to track the UE based on the identity used to attach.
Ideally to prevent tracking, all UEs should re-attach simultaneously. This has implication on load for the network and hence it is proposed that all UEs under an eNB should detach completely and then re-attach simultaneouslyat substantially the same time. The impact on the eNB is a possible delay of the attaching procedure, causing the UE to not be able to send user data on Uu for a short while (but according to RAN2 agreements, the UE can use the direct mode in the meantime). 
Editor’s note: The load on the eNB is FFS.
In addition, the UE should change its app-layer identifier and corresponding credential)  when the UE re-attaches with its new identity.
[bookmark: _Toc458089188]6.5.2.2	MME Load spreading
Notably the signalling load on MME increases if all UEs try to re-attach at the same time. However, if all UEs attach simultaneously at each eNB, but at different times to those under a different/neighbouring eNB, then tracking mitigation is still achieved but the signalling load on the MME is spread over time. 
As an example, suppose it takes 5 seconds for an eNB to complete all re-attach procedures of the vehicle UEs it serves.  Then there are 60 possible time boundaries for each eNB to select from when the period is 5 min (300 seconds). Thus, the load of the MME is only 1/60th than what it could be if all UEs from all eNBs attach at the same time.
NOTE: The question of whether a UE can re-attach in time to send its next safety message is not easily answered, but it is assumed that the application layer can still deal with some packet loss, or the UE can use the PC5 interface in the meantime. 
Therefore, it is necessary for all UEs served by an eNB to determine the re-attach boundary time of when the next re-attach should occur.
[bookmark: _Toc458089189]6.5.2.3	Re-attach boundary time determination
The re-attach period is one parameter that the UEs need to know. This can be a system parameter, configured at authorization time, or given by the eNB upon initial attach.
Another parameter that the UEs need to know is when the next re-attach boundary time is for this eNB.
Some considerations on the re-attach timing are:
· To prevent a UE needing to re-attach too frequently, the UE may ignore a boundary if it recently re-attached less some specified time ago (e.g., less than 1 min).   
· It is presumed that UEs must be running their own clock. The UEs should still re-attach if the timer goes beyond the 5 minutes period (e.g., at timer = 7 minutes). This may happen due to changing cells just before a boundary expired occurred at the original cell for example. If the UE performs a detach procedure before leaving the original cell, and an attach to the new cell, then if it uses a new attach ID, then the reattach timer at the UE is reset.

The re-attach boundary time should be different amongst the eNBs served by a given MME. This can be achieved statistically if each eNB self-selects at random a re-attach boundary time for its UEs. See Figure 6.5.2.4-1.
There are several options for UEs to obtain the re-attach boundary time for the eNB they are currently served by.
-  Option 1: Boundary time can be inferred by UEs from a given timing source and some eNB specific identifying data: e.g., the boundary time can be a deterministic function of an eNB identifier (e.g. PCI) and the current (UTC) time in seconds. The time can be obtained normal operation from a SIB, or perhaps GNSS. 
-  Option 2: the eNB can signal the boundary time in a SIB. 

-  Option 3: the eNB can give each UE the boundary time upon first attach procedure, e.g. via RRC signalling.  




Figure 6.5.2.4-1: Example of boundary re-attach time difference amongst neighbouring eNBs	Comment by Qualcomm, Inc.: Only change is: typo in figure: eNB 3 instead of eNB1. 
6.5.2.4	Detach and Re-attach triggers
The NAS layer in a UE makes decisions regarding detach and re-attach. Whenever V2X privacy is enabled, the NAS has two parameters to take into account when making such a decision: 
a. Reattach period
b. Reattach boundary value for the serving eNB
The NAS keeps track of a UE Reattach Timer (second-level is sufficient), which is reset upon every re-attach procedure. The NAS should also be able to obtain the current time (second-level accuracy) from the lower layers, and a boundary value for that eNB, from which it can calculate the time instance at which it needs to trigger a detach and re-attach.
In summary, the NAS triggers a detach and re-attach whenever
1. The current time value matches a boundary time instance for that eNB, and the UE Reattach Timer has a large enough value less than the Reattach period (i.e. a re-attach has not just occurred) or
2. The current UE Reattach Timer has exceeded a certain maximum value (larger than the Reattach period) for privacy protection.
The NAS triggers a detach and a re-attach, and also the upper layers to do a change in the upper layers identifiers used for V2X messages.
Example
Suppose it takes TReattach  = 5 seconds for an eNB to complete the re-attach procedures for all UE it serves. Let the re-attach period be 5 minutes, PReattach  = 300 seconds. There are N = PReattach / TReattach possible boundary values. If the eNB-specific data is taken to be the PCI (which has 504 possible values), then the boundary time can be calculated from the eNB-specific value IDeNB = PCI mod N. IDeNB could also be self-selected by the eNB.
In this case, the UEs are to re-attach whenever (CurrentTime - TReattach × IDeNB) mod PReattach  = 0.

image1.emf
MME

eNB 3

Reattach period= 5 min

Boundary= f(time, PCI3)

eNB 2

Reattach period= 5 min

Boundary= f(time, PCI2)

eNB 3

Reattach period= 5 min

Boundary= f(time, PCI1)


oleObject1.bin
�

�

�

eNB 2
Reattach period= 5 min
Boundary= f(time, PCI2)



image2.emf
MME

eNB 3

Reattach period= 5 min

Boundary= f(time, PCI3)

eNB 2

Reattach period= 5 min

Boundary= f(time, PCI2)

eNB 1

Reattach period= 5 min

Boundary= f(time, PCI1)


oleObject2.bin
�

�

�

eNB 2
Reattach period= 5 min
Boundary= f(time, PCI2)



